An Environment for Developing Secure Software
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New |deas

Static securty analysis for software

Toolz for inferring security properties of code

+
+
+ Provably secure programming languages
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[Nreat secure flow analysis as type checking

Application of type inference to security

Impact

+ Secure programing languages for thin-client/server
applications, e.g. Army Java boxes and Java-based
command and control such as Mawy JMCI5-Ashore

+ Wil allow softwareto be anakhzed and "certified” to mest
spedfic security properties

+ Safe and secure features of programming languages for
extensible architectures and active networks
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Development of secure infarmation
flow type system withoutivith non-
termination & exceptlions

Establish soundness of type system

Investigate notion of principal security
typing

Develop type system inference algo-
rithrmn

Develop tool implementing algorithm
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